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1.

Introduction

Secure encryption requires an adversarial approach to identifying weaknesses in
algorithms, protocols, and the implementations of cryptographic systems. Qrypt subscribes
to these principles and develops, licenses, and validates technology that has been subject
to peer review and inspection. This is evident in our collaborative research with the world’s
leading research laboratories, as well as through the publications and presentations in
quantum and cryptography conferences and journals. This reference is intended to act as a
resource to provide an understanding of the technology that Qrypt relies upon to provide

secure technology for our users.

Messaging Protocols

References describing how Qrypt key generation protocols can be combined with
techniques such as one-time pad encryption, double-ratchet encryption with epoch key
exchange, and implemented as a derivative of the Signal protocol to achieve everlasting

encryption.

a. USPTO 10,412,063: End-To-End Double-Ratchet Encryption with Epoch Key Exchange

b. Joel Alwen, Sandro Coretti and Yevgeniy Dodis, "The Double Ratchet: Security Notions,

Proofs, and Modularization for the Signal Protocol", Advances in Cryptology -
EUROCRYPT, May 2019.

Key Generation Protocols

References describing the underlying technology and principles of how Qrypt ensures that

generated keys are secure, including the basis of extracting keys from random pools.

a. Yevgeniy Dodis and Kevin Yeo, "Doubly-Affine Extractors, and their Applications”,

Conference on Information-Theoretic Cryptography (ITC), July 2021,

b. USPTO 11,095,442: Generating Unique Cryptographic Keys from A Pool Of Random

Elements

c. Yevgeniy Dodis et al., “Online Linear Extractors for Independent Sources”
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https://patents.google.com/patent/US10412063B1/en?oq=10%2c412%2c063
https://cs.nyu.edu/~dodis/ps/signal.pdf
https://cs.nyu.edu/~dodis/ps/signal.pdf
https://cs.nyu.edu/~dodis/ps/blast.pdf
https://patents.google.com/patent/US11095442B1/en?oq=11%2c095%2c442
https://cs.nyu.edu/~dodis/ps/online-linear.pdf
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d. Yevgeniy Dodis et al., “Extracting Randomness from Extractor-Dependent Sources”

e. Sandro Coretti et al., “Seedless Fruit is the Sweetest: Random Number Generation,

Revisited”

f.  Yevgeniy Dodis et al., “Towards Defeating Backdoored Random Oracles:

Indifferentiability with Bounded Adaptivity”

4. Quantum Random Number Generator Technology

Select references describing the underlying technology and principles of how entropy is
measured and extracted, both in production and in the advanced roadmap. These

references are not exhaustive.

a. General patents applicable to all source types
i. USPTO 10,402,172 Multi-Source Entropy and Randomness Aggregation And

Distribution Network
b. Quantum sources based on heterodyne laser phase diffusion developed at the

Institute for Photonic Sciences (ICFQO), in Barcelona, and now manufactured by Quside.
i. USPTO 9,218,160 Ultrafast Quantum Random Number Generation Process and

System Therefore
i. USPTO 10,302,560 Process for Quantum Random Number Generation in a

Multimode Laser Cavity
ii. C. Abellan et al “Generation of Fresh And Pure Random Numbers For Loophole-Free
Bell Tests” Phys. Rev. Lett. 115, 250403 - Published 16 December 2015

iv. C. Abellan, "Quantum entropy source on an InP photonic integrated circuit for

random number generation," Optica, vol. 3, no. 9, pp. 989-994, 2016.

c. Quantum sources based on homodyne detection of quantum noise developed in
collaboration with and exclusively licensed from Oak Ridge National Laboratories
(ORNL)

i. USPTO 11,118,964 Noiseless AC Coupling for Balanced Detection Using a Common

Adjustable Current Sink - "Balance Light Detector"
i. USPTO 10,635,403 Quantum Random Number Generator
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https://cs.nyu.edu/~dodis/ps/EDExt.pdf
https://cs.nyu.edu/~dodis/ps/seedless.pdf
https://cs.nyu.edu/~dodis/ps/seedless.pdf
https://cs.nyu.edu/~dodis/ps/bro.pdf
https://cs.nyu.edu/~dodis/ps/bro.pdf
https://patents.google.com/patent/WO2020176131A1/en
https://arxiv.org/pdf/1506.02712.pdf
https://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PALL&p=1&u=%2Fnetahtml%2FPTO%2Fsrchnum.htm&r=1&f=G&l=50&s1=9,218,160.PN.&OS=PN/9,218,160&RS=PN/9,218,160
https://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&u=%2Fnetahtml%2FPTO%2Fsearch-adv.htm&r=8&f=G&l=50&d=PTXT&p=1&S1=(Pruneri+AND+Valerio)&OS=Pruneri+AND+Valerio&RS=(Pruneri+AND+Valerio)
https://arxiv.org/pdf/1506.02712.pdf
https://arxiv.org/pdf/1506.02712.pdf
https://arxiv.org/abs/1609.03255
https://arxiv.org/abs/1609.03255
https://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-bool.html&r=1&f=G&l=50&co1=AND&d=PG01&s1=16%2F998678&OS=16/998678&RS=16/998678
https://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&u=%2Fnetahtml%2FPTO%2Fsearch-adv.htm&r=2&f=G&l=50&d=PTXT&p=1&S1=(Pooser+AND+Williams)&OS=Pooser+AND+Williams&RS=(Pooser+AND+Williams)
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iii. F.Raffaelli, "Generation of random numbers by measuring phase fluctuations from a

laser diode with a silicon-on-insulator chip," Optics Express, vol. 26, no. 16, pp.

19730-19741, 2018.

d. Quantum sources based on the quantum photon bunching from a thermal light source,

developed in collaboration with and exclusively licensed from Los Alamos National

Laboratories (LANL)
i. "Quantum Random Number Generators” US20160328211 A1 USPTO, 11/10/2016.

Quantum sources based on SPAD array approach, developed in collaboration with
EPFL
i. D. Stucki, "Towards a high-speed quantum random number generator," EPFL, 27

Jan 2018.
ii. S.Burri, "Architecture and applications of a high resolution gated SPAD image

sensor," Optics Express, vol. 22, no. 14, pp. 17573-17589, 2014.

ii. M. Stipcevic, "Spatio-temporal optical random number generator," Optics Express,
vol. 23, no. 9, pp. 11619-11631, 2015.

iv. X. Guo, "Enhancing guantum entropy in vacuum-based guantum random number

generator," arXiv, 26 May 2018.

B. Relevant References

a. Videos

i. Craig Costello TED Talk “Cryptographers, quantum computers, and the war for

information”
ii. Educational video by Yevgeniy Dodis on the use of extractors (45 min)

ii. A Wikipedia article on the numbers stations that broadcast to the intelligence

community in foreign countries.

b. Popular news articles — General Quantum Threat

i. Today’s encryption crackable by guantum computing in five years, 73% of

cybersecurity pros say, verdict.co.uk

i. The race for quantum-proof cryptography, csoonline.com

Qrypt Technology Reference & Bibliography Last updated April 21, 2022


https://research-information.bris.ac.uk/ws/files/167138949/oe_26_16_19730.pdf
https://research-information.bris.ac.uk/ws/files/167138949/oe_26_16_19730.pdf
https://patents.google.com/patent/US20160328211
https://infoscience.epfl.ch/record/191218/files/charbon13spie_regazzoni.pdf
https://www.researchgate.net/publication/263973173_Architecture_and_applications_of_a_high_resolution_gated_SPAD_image_sensor
https://www.researchgate.net/publication/263973173_Architecture_and_applications_of_a_high_resolution_gated_SPAD_image_sensor
https://optoelectronics.ece.ucsb.edu/sites/default/files/2017-06/Stepcevic_OE%205-2015.pdf
https://arxiv.org/pdf/1805.10506.pdf
https://arxiv.org/pdf/1805.10506.pdf
https://www.ted.com/talks/craig_costello_cryptographers_quantum_computers_and_the_war_for_information#t-649003
https://www.ted.com/talks/craig_costello_cryptographers_quantum_computers_and_the_war_for_information#t-649003
https://qryptcom.sharepoint.com/sites/Product/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FProduct%2FShared%20Documents%2FGeneral%2FBLAST%20Overview%20by%20Yevgeniy%2Emp4&parent=%2Fsites%2FProduct%2FShared%20Documents%2FGeneral&p=true&wdLOR=cAD92C28B%2DDA67%2D4506%2D9D92%2D9AE7F5154E15&ct=1642180439876&or=Outlook-Body&cid=4FE36454-29C4-4B28-83B4-4F33E9DDB267
https://en.wikipedia.org/wiki/Numbers_station
https://www.verdict.co.uk/todays-encryption-crackable-by-quantum-computing-in-five-years-73-of-cybersecurity-pros-say/
https://www.verdict.co.uk/todays-encryption-crackable-by-quantum-computing-in-five-years-73-of-cybersecurity-pros-say/
https://www.csoonline.com/article/3488857/the-race-for-quantum-proof-cryptography.html
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ii. Quantum knows what you did last summer, Todd Moore on securityboulevard.com

iv. Traditional cryptography doesn't stand a chance against the guantum age,

inverse.com
v. Race is on to build guantum-proof encryption by Adam Green on ft.com

vi. What can be done — today — to keep guantum computing from Killing encryption

vii. The guantum computing threat to American security, The Wall Street Journal
viii. The Day When Computers Can Break All Encryption Is Coming, Wall Street Journal

ix. The CIO’s guide to gquantum computing, Gartner
X. Quantum computers will break the encryption that protects the internet, The

Economist
Xi. Quantum computing will break your encryption in a few years, networkworld.com

xii. The Race for Quantum Resistant Cryptography, National Defense Magazine

c. Popular news articles — Quantum Cryptography and Post Quantum Cryptography
i. Blazing New Paths in Quantum Security by Arthur Herman on Forbes.com

ii. Is our Data Actually Safe? By Kenna Castleberry on The Quantum Insider

iii. How Peter Shor’s Algorithm Dooms RSA Encryption to Failure,

interestingengineering.com
iv. Experts say it’s high time to create new cryptography for guantum computing age

v. Quantum Cryptography: The next generation of secure data transmission

vi. Post-Quantum Cryptography Becoming Relevant in Pre-Quantum World

vii. Start Preparing Now for the Post-Quantum Future

viii. Quantum Cryptography and the Future of Security

d. News Articles/Blogs - Addressing Implications to Flawed Randomness

i. The Register article covering the Reductor malware and how it hijacks the random

number generation function, so that TLS traffic can be decrypted

ii. A blog post and subsequent reporting exposing keys derived without sufficient

randomness allowing them to break 250k certificates.
ii. Research presented at RWC (YouTube) as proof of IDQuantig’s Quantis is not
quantum or random, based on the full paper submitted to IACR “Bias in a Family of

Quantum Random Number Generators”
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https://securityboulevard.com/2019/12/2020-predictions-quantum-knows-what-you-did-last-summer/
https://www.inverse.com/article/61688-quantum-cryptography-is-already-here
https://www.ft.com/content/5c31399c-ca6e-11e9-af46-b09e8bfe60c0
https://securityboulevard.com/2019/11/shared-intel-what-can-be-done-today-to-keep-quantum-computing-from-killing-encryption/
•%09https:/www.wsj.com/articles/the-quantum-computing-threat-to-american-security-11573411715
https://www.wsj.com/articles/the-race-to-save-encryption-11559646737
https://www.gartner.com/smarterwithgartner/the-cios-guide-to-quantum-computing/
https://www.economist.com/science-and-technology/2018/10/20/quantum-computers-will-break-the-encryption-that-protects-the-internet
https://www.networkworld.com/article/3373550/quantum-computing-will-break-your-encryption-in-a-few-years.html
http://www.nationaldefensemagazine.org/articles/2019/3/15/the-race-for-quantum-resistant-cryptography
https://www.forbes.com/sites/arthurherman/2021/08/20/blazing-new-paths-in-quantum-security/?sh=1f3b4d00613a
https://thequantumdaily.com/2021/08/16/is-our-data-actually-safe-quantum-technology-may-be-able-to-answer-this-question/
https://interestingengineering.com/how-peter-shors-algorithm-dooms-rsa-encryption-to-failure
https://www.geekwire.com/2018/experts-say-high-time-create-new-cryptography-quantum-computing-age/
https://www.information-age.com/quantum-cryptography-123477496/
https://www.eweek.com/security/post-quantum-cryptography-becoming-relevant-in-pre-quantum-world/
https://www.darkreading.com/perimeter/start-preparing-now-for-the-post-quantum-future
https://www.publictechnology.net/articles/partner_article/bt/quantum-cryptography-and-future-security
https://www.theregister.co.uk/2019/10/03/kaspersky_reductor_malware/
https://blog.keyfactor.com/the-irony-and-dangers-of-predictable-randomness
https://securityintelligence.com/news/nearly-a-quarter-of-a-million-rsa-keys-broken-using-certificate-vulnerability/
https://www.youtube.com/watch?v=UR5Tb8VtQds
https://eprint.iacr.org/2017/842.pdf
https://eprint.iacr.org/2017/842.pdf
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Vi.

Vii.

viii.

Reporting on a critical vulnerability in random number generators used in billions of

Internet of Things (IoT) devices, undermining their security and putting them at risk of
attacks.
A survey published to Forbes of the risks of flawed randomness, and history of

compromises by Denis Mandich, Qrypt CTO

An essay analyzing failures in random number generation and which may have been
intentionally inserted backdoors.

Washington Post coverage of the historical project Rubicon, where the CIA

deliberately contaminated random sources to compromise cryptography, using
Crypto AG.
Reports by Sophos and Register article on the Yubico FIPS series randomness flaw

A flaw in Ethereum wallet random resulting in $54M losses, reported on Sophos and
ISE
An approachable blog by Carlos Abellan, discussing cryptography and randomness

e. Academic Papers - Addressing Implications to Flawed Randomness

Vi.

A Formal Treatment of Backdoored Pseudorandom Generators, by Yevgeniy Dodis
et al. (Qrypt/NYU)
When Good Randomness Goes Bad: Virtual Machine Reset Vulnerabilities and

Hedging Deployed Cryptography by Thomas Ristenpart et al (UCSD)

A publication on the vulnerability in the 2008 Debian Linux version of OpenSSL,
resulting in predictable random numbers,

Detection of Widespread Weak Keys in Network Devices, by Nadia Heninger et al

Factoring RSA keys from certified smart cards, by Daniel Berstein et al, “This paper

explains how an attacker can efficiently factor 184 distinct RSA keys out of more than
two million 1024-bit RSA keys”
Not-So-Random Numbers in Virtualized Linux and the Whirlwind RNG, by Adam

Everspaugh et al

f. News Articles - Harvest Now and Decrypt Later, and threats to intellectual property

‘Hack now, decrypt later’ is here today; by Dan O’Shea on Fierce Electronics

Reporting on re-routing of internet traffic for collection through China in 2019 and
Russia in 2017
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•%09https:/thehackernews.com/2021/08/a-critical-random-number-generator-flaw.html
https://www.forbes.com/sites/forbestechcouncil/2021/09/29/random-might-not-be-random-as-you-think/?sh=73b300145520
•%09https:/www.schneier.com/essays/archives/2013/10/how_to_design_and_de.html
https://www.washingtonpost.com/graphics/2020/world/national-security/cia-crypto-encryption-machines-espionage/?itid=hp_hp-top-table-main_crypto-730am%3Ahomepage%2Fstory-ans
https://nakedsecurity.sophos.com/2019/06/17/yubico-recalls-fips-yubikey-tokens-after-flaw-found/
https://www.theregister.co.uk/2019/06/13/yubi_key_bug/
https://nakedsecurity.sophos.com/2019/04/25/blochainbandit-stole-54-million-of-ethereum-by-guessing-weak-keys/
https://www.ise.io/casestudies/ethercombing/
https://www.linkedin.com/pulse/unpredictability-cybersecurity-carlos-abellan/
https://cs.nyu.edu/~dodis/ps/tprg.pdf
https://www.cs.umd.edu/class/fall2017/cmsc818O/papers/private-keys-public.pdf
https://www.cs.umd.edu/class/fall2017/cmsc818O/papers/private-keys-public.pdf
https://www.cs.umd.edu/class/fall2017/cmsc818O/papers/private-keys-public.pdf
https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final228.pdfhttps:/www.usenix.org/system/files/conference/usenixsecurity12/sec12-final228.pdf
https://eprint.iacr.org/2013/599.pdf
https://www.ieee-security.org/TC/SP2014/papers/Not-So-RandomNumbersinVirtualizedLinuxandtheWhirlwindRNG.pdf
https://www.fierceelectronics.com/electronics/quantum-expert-hack-now-decrypt-later-here-today
https://arstechnica.com/information-technology/2019/06/bgp-mishap-sends-european-mobile-traffic-through-china-telecom-for-2-hours/
https://arstechnica.com/information-technology/2017/12/suspicious-event-routes-traffic-for-big-name-sites-through-russia/
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ii. Reporting of the FBI having over 1000 probes into intellectual property theft, “nearly

I”

all” originating in China

iv. 'Quantum supremacy' demands prioritization of crypto protections
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https://vir.com.vn/1000-probes-into-chinese-intellectual-property-theft-fbi-69469.html
https://gcn.com/articles/2019/11/22/quantum-key-distribution-defense-in-depth.aspx

